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Introduction  

 
�While the Internet and other information technologies are bringing enormous 
benefits to society, they also provide new opportunities for criminal behaviour.�1 

 

The Internet, and all its components, has undeniably enriched our lives, either through 

communication, information or entertainment. Only now are the full potentials of its 

expansive berth into all walks of life becoming fully realised. However, while the 

benefits of the Internet are undeniably vast and diverse, so too is its susceptibility to 

criminal activity. This problem is further compounded with the fact that our growing 

dependence on the Internet for everyday living means that any compromising of the 

system will in turn not merely be an attack on networked computers, but also an attack on 

our daily lives. The opportunity for abuse comes in the demeanour of the media-friendly 

�hacker�, a figure for too long represented as the �robin-hood� of the computer age. These 

criminals, armed with their expansive computer knowledge, exploit the global 

infrastructure of networked computers usually for their enrichment, anarchic proclivities, 

or simply for the challenge of �beating the system�. As a result, the legislative arms of 

most governments have enacted specific computer crime legislation to criminalise this 

                                                
* This article was written as part of an LL.M Degree at UCC. 
1 The Electronic Frontier: The Challenge of Unlawful Conduct Involving the Use of the Internet (A Report 
of the President�s Working Group on Unlawful Conduct on the Internet� at p. 4 available on < 
www.cybercrime.gov/unlawful.htm > visited on 16/1/03. 
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ongoing phenomenon. The purposive element of this essay will examine the current laws 

relating to hacking, with obvious emphasis placed on the relevant Irish legislation, in 

particular the Criminal Damage Act 1991 and the Criminal Justice (Theft and Fraud) 

Offences Act 2001. It will be further examined whether such legislation has any practical 

effect in their application to the Internet.  Finally, a brief synopsis of the European 

Convention of Cyber-Crime will be alluded to, and the relevance of its application to 

Irish Law. 

 

Dispelling the myth of Hacking 

The stereotypical perception of a hacker conjures the images of a dark secluded room 

where a computer aficionado is attempting to break into the impenetrable security 

systems of the world whilst simultaneously destroying the structure and safety of the 

technological civilisation.2 The term �hacker�, however, originally held a more honest, 

and less criminal, meaning. The term referred to those who experimented with mainframe 

computers between the 1950�s and 1970�s.3 These �hackers� could be closely attributed 

to pioneering the computing industry.4 However, in the 1980�s the phrase became 

synonymous with a �cracker.� The latter is a person who breaks into other people�s 

computers, a feat made easier due to the internetworking of computers via the Internet. It 

                                                
2 �The stereotypical depiction tends to be that of a male teenager in a greasy t-shirt and torn jeans who 
spends hours slumped over a terminal, eyes gazing fixedly at the green glow of the VDU monitor. Banks, 
military installations, universities, companies and financial institutions fall before his relentless onslaught. 
Nowhere is safe, no one can keep him out, no one knows the scale of the threat, the silent deadly menace 
stalks the networks.� I. Lloyd �Information Technology Law� 1997 (London; Butterworths) 2nd edition at 
p. 181. 
3 Steve Wozniak of Apple for example. 
4 See P. Taylor ,�Hacktivism: In Search of lost ethics?� in D. Wall �Crime and the Internet� 2001 
(Routledge; London) at p. 61. 
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is this activity that the law attempts to criminalise with hacking offences.5 Therefore the 

title �hacker� is presently indicative of 

��those who hunger for details about computer systems and use devious or even 
illegal means to satisfy their curiosity. By using software tools, hackers can break into 
computers to steal data, plant viruses or work any other mischief. Manipulation and 
disruption of electronic information by hackers through access to voice mail, e-mails 
and long distance telephone connections are costing companies more than $1 billion 
every year.�6 

 

Security costs for the preventing of hacking attacks are now approximated at over $16 

billion per year and growing. Such a substantial amount is reflective of the increased 

hacking attacks perpetrated around the world, and the symptomatic scale of damages. In 

the early 1990�s, attacks such as the �Internet Worm�, resulted in damages of 

$186,000,000.7 In the year 2000, the harm emanating from the Love Bug Virus resulted 

in billions of dollars of damages. Hackers are becoming more efficient, destructive and 

inventive in their breaching of security systems. The last high-profile hack in Ireland was 

by a teenager who was able to break into Eircom�s network and gain access to the user 

names and passwords of those who subscribe to the company�s Internet service.8 Other 

notable losses have included MCI losing over fifty million dollars when hackers 

downloaded more than 50,000 credit card numbers, and Citibank losing ten million 

                                                
5 �From the mid-1980�s to the present day, both these terms are used to describe a person who illicitly 
breaks into other people�s computer systems. The choice of the particular phrase to be used by a 
commentator depends upon his or her moral perspective. Hacker tends to be used by those within the 
computer underground or largely sympathetic to its values, whilst cracker tends to be used by those, such 
as the computer security industry, who oppose it.� P. Taylor �Hacktivism: In Search for Lost ethics?� in 
Ibid.  
6 The figure of one billion is representative of the year 1995. In 1999 the bill was $12 Billion dollars in the 
U.S. alone. See W. Roush �Hackers: Taking a Byte out of Computer Crime� at  < 
www.techreview.com/articles/apr95/Roush.html > visited on 5/2/03.  
7 K. Murray, �Computer Misuse Law in Ireland�, May 1995, Irish Times 114 at p. 115. 
8 K. Lillington, �Eircom network crack is problem for all of us�, August 18, 2000 Irish Times p. 14 
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dollars when its computer network was compromised by a crime group in Russia.9 Every 

country, every network and every computer in the world is susceptible to an attack and 

the only deterrents available are the limited defences provided by security measures, such 

as cryptography, and computer crime legislation. Therefore, due to the potential to cause 

havoc and create economic losses over the Internet, strong criminal laws are a necessary 

tool in the arsenal to combat cyber-crime.  

 

Specific Laws for Specific Technology 

The two main offences regarding hacking in Ireland are found in the Criminal Damage 

Act 1991. The �basic hacking offence� within Section 5 prohibits the accessing of another 

person�s data, via a computer, without that said person�s consent. Section 2 of the Act 

supplements Section 5, by creating further offences such as the damaging of data by way 

of a computer. Both offences must occur �without lawful excuse.� Their incorporation 

into Irish law was seen as a testament to the necessity of protecting information within 

computers.10 Furthermore, the legislation was a demonstration of the requirement of 

specific laws for specific technology due to the advent of the computer age.11 Such an 

approach to regulation is imperative in order to avoid inconsistencies between earlier 

criminal offences and new technology, as evidenced in the English case of R v. Gold and 

Schifreen.12 Here, the defendants hacked into a network system of British Telecom and 

subsequently obtained the necessary password to monitor and leave messages in the e-
                                                
9 M. Lee, S. Pak, T. Kim, D. Lee, A. Schapiro, T. Francis, �Electronic Commerce, Hackers, and the Search 
for Legitimacy: A Regulatory Proposal� ,(1999) 14 Berkeley Technology L.J. 839 available at < 
www.lexis-nexis.com > visited on 17/1/03. 
10 Commonly known as �data�. 
11 As stated by D. Kelleher and K. Murray, �Laws which are not specifically written to prohibit criminal 
acts using computers are rarely satisfactory�, in Information Technology Law in Ireland 1997 (Dublin; 
Sweet & Maxwell) at p. 253. 
12 [1987] Q.B. 1116 
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mail boxes of subscribers, including the Duke of Edinburgh! In the Court of Appeal the 

accused were acquitted of forgery charges.13 In the House of Lords, the defendants were 

exonerated due to the fact that the language of the act could not be applied to the 

technology used to carry it out. As Lord Chief Justice Lane observed  

�The Procrustean attempt to force these facts into the language of an Act not designed 
to fit them produced grave difficulties for both judge and jury which we would not 
wish to see them repeated. The appellant�s conduct amounted in essence, as already 
stated, to dishonestly gaining access to the relevant Prestel data bank by a trick. That 
is not a criminal offence. If it is thought desirable to make it so, that is a matter for the 
legislature rather than the courts.�14 

 

Soon thereafter, the United Kingdom promulgated the Computer Misuse Act 1990 into 

law, which served as the model for many other countries� legislative framework, 

including Ireland. 15 

 

Section 5 Criminal Damage Act 1991: The Basic Hacking Offence 

The main provision a propos �hacking� in Ireland, prevents the unauthorised accessing of 

data, and can be found in Section 5 of the Criminal Damage Act 1991.16 The purpose of 

this offence is to safeguard the possibility of prosecution where a hacker has not 

committed any damage, fraud or theft. Adequately portrayed, it is the �trespass of the 

                                                
13 Section 1 of Forgery and Counterfeiting Act 1981 reads �A person is guilty of forgery if he makes a false 
instrument with the intention that he or another shall use it to induce somebody to accept it as a genuine 
and by reason of if so accepting it do or not do some act to his own or any other person�s prejudice.� 
14 [1987] QB 1116 at p. 1124. 
15 Also including �Great Britain, Australia, New Zealand, Canada, India and the West Indies,� see J. Sona 
et al., in �Transnational Extradition for Computer Crimes: Are New Treaties and Laws Needed?� 34 
Harvard Journal on Legislation 317 at p.361 
16 It reads: (1) A person who without lawful excuse operates a computer- (a) within the State with intent to 
access any data kept either within or outside the State, or (b) outside the State with intent to access any data 
kept within the State, shall, whether or not he accesses any data, be guilty of an offence and shall be liable 
on summary conviction to a fine not exceeding £500 or imprisonment for a term not exceeding 3 months or 
both. 
(2) Subsection (1) applies whether or not the person intended to access any particular data or any particular 
category of data or data kept by any particular person. 
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information age� although some of the necessary key elements in proving criminal 

trespass take on a different guise in the cyber-world. For example, in procuring a 

conviction, it is not necessary to establish a mens rea, provided the offender intended to 

access data of some kind.17 The actus reus is satisfied when a person interacts with a 

computer. The clicking �return� on a keyboard would therefore be sufficient for the 

offence to occur, whether or not that person intended to access any unauthorised data. 

The offence is further expanded by criminalising attempted access, regardless of whether 

any data is successfully accessed, for example where an offender has been repealed in his 

attempts to breach a network security system. Therefore, the scope of this offence is so 

wide it can encompass any activity involving the use of a computer, something which 

may make the most honourable computer user nervous. 18 Take the following example, 

where an honest user attempts to login into his e-mail account. If that user inadvertently 

enters the wrong pin number, under the Act, he has committed an offence. He has 

attempted to access data, his own which he is authorised to do so, but has been repealed 

by the security system in place, the login box. Although there have been no prosecutions 

under this section, a notable example would be the attempted unauthorised access on the 

Revenue Commissioners that occurred last year.19 A possible solution may be the need to 

disable a computer security system for the offence to occur. This will at least promote the 

usage of security systems such as cryptography, password systems and firewalls.  

                                                
17 Section 5(2). 
18 Lloyd says �Although the above provisions are somewhat tortuous (and are themselves subject to further 
definition in the Act), it seems clear that most actions whereby a user makes contact with a computer 
system and causes that system to display or to transmit information will come within its ambit. Thus the 
simple act of switching on a computer will cause various messages to be displayed on the screen, whilst the 
act of making contact with some external system will cause some form of �log in� screen to be displayed.� 
I. Lloyd �Information Technology Law� 1997 (London; Butterworths) 2nd edition at p. 186. 
19 �Hacker Alert at Revenue Commissioners� 25 January 2002 available at < www.techlaw.ie/news > 
visited on 3/2/03.  
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This basic hacking offence has been the subject of much criticism regarding its inclusion 

as a crime. In the pre-legislative debate on the Computer Misuse Act 1990, the argument 

was made that unauthorised access should not constitute a criminal offence. This 

approach was due to the correlation between computer usage and juveniles, which might 

lead to children being unnecessarily introduced to the criminal law system.20 However, 

this author contends this theory is more reflective of a society which was not, and could 

not, be altogether aware of the future reliance placed on computers, nor aware of the 

future availability of computers, their potential technological capabilities, and their 

intended usages which have gone beyond the �sphere of amateurism� and towards the 

�search for challenges�.21 By allowing unauthorised access there would be nothing to 

prevent the hacker from communicating accessed information to those with less than 

altruistic tendencies, for example posting private information onto an internet notice-

board or chat-site.  

 

                                                
20 The Scottish Law Commission stated that many hackers who��are often quite young and possibly still 
at school, attempt to gain access to other people�s computers simply because of the intellectual and 
technical challenge which the activity presents�Although we are not sympathetic to the view that 
unauthorised hacking should be encouraged so long as it is only a kind of intellectual game, we recognise 
that as a matter of public policy it is probably preferable to express any new offence or offences in terms 
which actually draw attention to the real mischief at which they are aimed.� Scottish Law Commission No. 
106 at para. 4.4-8. Similarly, the Data Protection Registrar in the United Kingdom advocated for no offence 
to be committed where access occurred by the accused �with no intent of abusing its contents and who 
causes no damage. Such conduct would be regarded as ��juvenile �hobby� behaviour. The Registrar 
recognises the undesirability of �criminalising� juveniles and the concern that young people should not be 
introduced to the criminal justice system unless necessary,� in Fifth Report of the Data Protection 
Registrar 1989 at p. 31. 
21 As predicted by Charborz and Kaspersen, �Summary of the report �Computer Crime in the Netherlands� , 
July/August 1991 Computer Law and Practice 264 at p. 266. 
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The argument against criminalising unauthorised access also postulated the belief that is 

essentially an invasion of privacy offence, of which the criminal law should not impose 

its influence as the matter would be more appropriate for the civil courts.  Murray says  

�Invasion of privacy is not a criminal offence in any sphere of life and efforts to make 
it so in the U.K. have met with trenchant opposition�the creators of this legislation 
either did not consider or else rejected the theory that where unauthorized access of 
computer files occurs, the appropriate remedy is the private civil one. The civil 
remedy has one great advantage over the criminal in computer cases, this is the far 
lower burden of proof required. Any good hacker will be adept at covering his tracks 
and the prospects of proving an offence beyond reasonable doubt are poor.�22 

 

Although this argument has its merits, especially when made in reference to the paltry 

track record of computer related prosecutions in Ireland, there is undoubtedly a necessity 

for criminal legislative intervention. This is due to the manifest inadequacies within 

criminal law, which do not already provide prosecuting authorities with the adequate 

support of a strong criminal framework. Furthermore, allowing a cyber-criminal to 

escape liability due to a lack of criminal laws in place, would in turn declare an open 

invitation for hackers to dismantle Irish society. The maxim of �allowing them to slip 

through your fingers� would become a reality. For example, the creator of the �Love Bug� 

virus which caused billions of dollars in damages when unleashed in 2000, scandalously 

escaped censure due to the lack any criminal legislation in force.23  

 

Section 2 of the Criminal Damage Act 1991: To Damage or not to Damage? 

If a person hacks into a network or personal computer but commits no further offence(s) 

then section 5 applies. If however, the perpetrator attempts to cause any damage 

                                                
22 K. Murray, �Computer Misuse Law in Ireland�, May 1995, Irish Law Times 114. 
23 The jurisdiction in question was the Philippines, whose only laws related to credit card fraud. See 
�Philippine Officials Charge Allege �Love Bug� Virus Creator�, 29 June 2000, available at < 
www.cnn.com/2000/tech > 
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regarding �data� on any computer, then section 2 of the 1991 Act comes into effect. This 

creates the offences of intentional or reckless damage24 of property in relation to data and 

computer programs,25 the imposing threat to damage data (say in an extortion scheme)26 

or possessing anything with the intention of damaging property.27 This insertion in the 

Act is to criminalise the further offence of damaging another�s system,28 usually in 

relation to such activities as the releasing of �worms�, �viruses� or �logic bombs� all tools 

of the trade for a hacker.29 Again there has been no prosecutions� regarding computer 

misuse under this section. The difficulty is within proving the crime. Kelleher says the 

primary reason is that  

�Software is notoriously unreliable. The US Department of Defence suggests that a 
typical 1,000 lines of computer code will contain between five and fifteen flaws. In 
any criminal trial the prosecution would have to prove beyond reasonable doubt that 
damage was caused by specific actions of an individual and not by one of the 
�normal� flaws. This may be difficult and expensive.�30 

 

Reckless damage under section 2 will cause an offence, liable of a fine not exceeding 

£10,000(�12,700), or imprisonment for a term not exceeding 10 years or both. 

 

 
                                                
24 Section 2(1) of the Criminal Damage Act 1991. 
25 S. 1(1) says ��Data� means information in a form which it can be accessed by means of a computer and 
includes a program.� 
26 S. 3 Criminal Damage Act 1991. 
27 S. 4 Criminal Damage Act 1991. 
28 In the United Kingdom, case law shows that where damage occurs, it doesn�t need to be proven that 
tangible property is damaged e.g. the physicality of the computer, rather the damage may tangible e.g. data. 
�What the Act [referring to the Criminal Damage Act 1971] requires to be proved is that tangible property 
has been damaged, not necessarily that the damage itself should be tangible,� per Lane LCJ in R v. Whiteley 
(1991) 93 Cr. App. Report 25 at p. 28. 
29 Other methods are eavesdropping and packet sniffing, snooping and downloading, tampering or data 
diddling, spoofing, jamming or flooding, exploiting flaws in design, implementation or operation. See M. 
Lee, S. Pak, T. Kim, D. Lee, A. Schapiro, T. Francis, �Electronic Commerce, Hackers, and the Search for 
Legitimacy: A Regulatory Proposal,� (1999) 14 Berkeley Technology L.J. 839 available at < www.lexis-
nexis.com > pp. 4-6 if printed on A4 paper, visited on 17/1/03. 
30 D. Keller, �When the cracking is mighty�, February 21 2000 Irish Times p. 8. 
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�Without Lawful Excuse.� 

The offences above are only limited to those who have used a computer �without lawful 

excuse.�31 Therefore, if a person accesses data from a personal computer or a network of 

computers, of which the offender has authorised privilege to use, either expressly or 

impliedly, then no crime occurs. This issue usually arises in relation to employees 

accessing unauthorised data.32 Two cases exemplify such an offence occurring, although 

both with contrasting views. In R v. Bow Street Metropolitan Stipendiary Magistrate , ex. 

parte Government of the United States of America,33 and DPP. v. Bignell and Another,34 

both cases concerned unauthorised access. In the latter case, two police officers accessed 

data, via an operator, for the purposes of personal gain. The question faced by the court 

was whether authorised access for an unauthorised purpose was in contravention of 

Section 1 of the Computer Misuse Act 1990. The Crown Court asserted that it was not, 

and stated that access was authorised, as it did not fall within the sphere of unauthorised 

access as described under S. 17(2), a provision similar to Section 2 of the CDA 1991 Act. 

This decision would mean any person who may access some data, may escape liability if 

they accessed unauthorised data. Although this decision is in this author�s opinion 

flawed, especially seeing as the constraints under the English Data Protection Act 1984 

would thereby create a lacuna in the law, the House of Lords fortunately did not linger in 

                                                
31 Section 5(1). 
32 �Experts agree that employees commit the vast majority of computer crimes. The use of increased 
computer technology in the workplace creates a unique opportunity for employees to engage in activities 
that are contrary to their employer�s interests and business goals. Consequently, the use of computer 
technology expands the scope of potential liability for employers to include its other employees and third 
parties injured by a criminal or wrongful computer activities conducted by their employees,� in E. Davis 
�The Doctrine of Respondeat Superior: An application to employers� liability for the computer or Internet 
crimes committed by their employees� 12 Albany Law Journal of Science and Technology 2000 available 
on < www.lexis-nexis.com > page 3 if printed on A4 paper.  
33 [1999] 4 ALL E.R. 1 
34 [1998] 1 Crim. App. Report 1 (Q.B. Divisional Court). 
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reversing the decision. In R v. Bow Street Metropolitan Stipendiary Magistrate , ex. parte 

Government of the United States of America,35 it was held that the authorised access of 

some data could not exonerate those who committed an unauthorised accessing of other 

similar data. This would therefore preclude any accused from stating, �Yes, I know that I 

was not authorised to access that data but I was authorised to access other data of the 

same kind.�36 However, it is yet to be shown whether the Irish Courts will adopt a similar 

approach. 

 

Shortcomings of the Legislation 

One of the main problems with the legislation is that the terms �data� and �computer� are 

not properly defined. The reason for this is due to the attempts to prevent the legislation 

from becoming obsolete by the increasingly rapid advancement of technology. This has 

however, �passed the buck� and resulted in an onerous and arbitrary task on behalf of the 

courts to expound the meaning of these terms, an assignment further exacerbated due to 

the preclusion of relying on the ejusdem generic rule with any other examples in the Act, 

seeing as the intention of the Act was to deal with the traditional forms of crime against 

property, such as vandalism and arson.37  

The range of the meaning of data could lead to a scenario exemplified by Murray. She 

says  

�The Criminal Damage Act 1991 has sought to avoid ambiguous definitions by 
avoiding a definition at all. This may have bizarre results; the human memory is 
undoubtedly a �storage medium� for �data�; if a hypnotist causes a person to forget 
something have they committed criminal damage?�38 

                                                
35 [1999] 4 All. E.R. 1 
36 Ibid., per Lord Hobhouse at p. 7. 
37 The 1991 Act repealed and replaced the Malicious Damage Act 1861. 
38 K. Murray, �Computer Misuse Law in Ireland,� May 1995, Irish Law Times 114. 
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Moreover, such vagueness may be subject to a Constitutional challenge in Ireland.39 

Murray further argues this could occur in the Act under the doctrine of nullen crimen sine 

lege, 40 therefore as there is no way of determining what the law is, there is no crime.41 

Perhaps however, this criticism is too unappreciative of the idea that the definition of a 

computer crime must be a fluid concept due to the preferment of the industry something 

of which the courts will hopefully acknowledge. Thus, 

�If someone steals a telephone access code and makes a long distance call, the code 
they have stolen is checked by a computer before the call is processed. Even so, such 
case is more appropriately treated as �toll fraud�, not computer crime.�42 

 

A useful suggestion is that of Wasik who offers the approach of leaving the matter to the 

jury, on the basis that the word �computer� has now become so common in the English 

language that it is a matter of fact, rather than law.43  

 

�Tying up Loose Ends� 

Ireland sees itself as a hub for e-commerce. This is clearly evident in the promulgation of 

the Electronic Commerce Act 2000, a piece of legislation designed primarily to create a 

legislative framework for conducting commercial transactions online, a feat which was a 

                                                
39 In King v. Attorney General [1981] I.R. 233 the Supreme Court struck down parts of Section 4 of the 
Vagrancy Act 1824 under the doctrine of severability due to the vague and ambiguous language used 
40 �The principle that no one may be tried or punished except for an offence known to the law is a 
fundamental element of Irish and common-law system and an essential security against arbitrary 
prosecution.� J.M. Kelly, as edited by G. Hogan and G. Whyte, �The Irish Constitution� 1994 (Dublin; 
Butterworths) 3rd edition at p. 576. 
41 K. Murray, op. cit. at p. 115. 
42 The Electronic Frontier: The Challenge of Unlawful Conduct Involving the Use of the Internet (A Report 
of the President�s Working Group on Unlawful Conduct on the Internet� at p. 10 available on < 
www.cybercrime.gov/unlawful.htm > visited on 16/1/03. 
43 M. Wasik �Hacking, viruses and fraud� in Y. Akdeniz, C. Walker and D. Wall (eds.) �The Internet, Law 
and Society� 2000 (Longman; Harlow) 
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markedly a first for any European nation. Subsequently, the legislative arm of the 

government adopted the Criminal Justice (Theft and Fraud Offences) Act 2001, an act 

designed to update the largely unreformed aspects of dishonesty and fraud offences.44 

Inclusive in the Act is a provision which deals with the �unlawful use of a computer�, 

which provides that any person who dishonestly uses a computer with the intention of 

making a gain for themselves, or of causing a loss to another, will be guilty of an 

offence,45 liable to a fine or imprisonment of a term not longer than 10 years.46 Again, the 

scope of the offence is perhaps too broad, an effect of which has created the possibility of 

criminalising anyone who can be shown to have acted in a manner where they have 

gained by the using of a computer. It is said this offence �may be impossible to know 

where free-market capitalism ends and dishonesty gain begins.�47 However, an advantage 

of such a section appears to combat the possibility of most hacking attacks which could 

result in a loss, including the before lawful method of a service denial attack whereby 

thousands of messages are sent to the same source, thereby overloading the system and 

eventually crashing it, an action which has recently caused severe damage.48 

                                                
44 Found in the Larceny Acts of 1861, 1916 and 1990. The Act is also an overdue responses to proposals for 
reform contained in the Law Reform Commission Report on the Law Relating to Dishonesty (LRC 43-
1992) and the Report of the Government Advisory Committee on Fraud 1993. 
45 Section 9, Criminal Justice (Theft and Fraud) Offences Act 2001. 
46 Section 9 (2). 
47 D. Kelleher �Cracking down on the hack-pack� 23 October 2000, Irish Times p. 8. 
48 J. Jaffe �Attacks fell an Online Community� 27 January 2003, available at < www.wired.com/news > 
visited on 5/2/03. 
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�The Perfect Crime?� 

Although the CDA 1991, and the Criminal Justice (Theft and Fraud Offences) Act 2001, 

have a number of deficiencies noted above, too much criticism of these Acts are not 

necessarily warranted. The Irish Honeynet Project has calculated the average number of 

hacking attacks on Irish websites is over 400 a month and gradually increasing.49 Whilst 

the occurrence of a hacking attack is now an everyday matter, the significance of this 

trend illuminates the relatively futile application of criminal laws regarding hacking 

offences over the Internet. There are a number of reasons for such prosecution 

difficulties, of which all are not solely pertinent to Ireland. This is due to the fact that 

hacking attacks are almost impossible to trace, a result of the skill of a hacker in deleting 

specific codes regarding their identity, and thus retaining anonymity.50 The first obstacle 

is the disclosure of an attack. If a hack has occurred, the penetrated organisation/network 

may not wish to publicise it, due to its potential to lose customers generated by the 

adverse publicity.51 Other difficulties include the failure of adequate training within 

prosecuting authorities. This is inclusive of the difficulties in the obtaining and presenting 

of evidence due to the nature and our general lack of understanding of computers, 

                                                
49 The Irish Honeynet Project available at < www.honeynet.ie/main > 
50 �The prosecution of crimes such as these is very difficult and there has never been a conviction in Ireland 
for a computer crime under this Act. Hackers are adept at retaining anonymity, destroying evidence of their 
crimes and disguising the location from which they are working,� D. Kelleher �Law is not tough enough 
for hackers� 5 May 1997, Irish Times p. 10. 
51 P. Ross, �Congress Set to Crack Down on Hackers� 27 October 2000 available at < 
www.cnet.com/news.html  > A. Bohan �Indeed, the absence of reported cases is in no way indicative of an 
absence of the phenomenon, as many companies fail to report attacks on their computer systems for fear of 
losing the confidence of their customers,� in �Legal Aspects of Internet Security� April 2000, Irish Business 
Law 43 at p. 44. 
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especially regarding tangible damage.52 Also, the transnational element of computer 

crime poses difficult questions regarding jurisdiction and extradition.53 In R v. Governor 

of Brixton Prison and another, ex parte Levin,54 the House of Lords held the crime of 

unauthorised modification of data occurs where the offender presses particular keys to 

instigate fraudulent transfers.55 It may therefore be more appropriate to leave it to the 

authorities of the State where the offender physically is when committing the crime.56 

The CDA 1991, and in relation to digital signatures Section 26 of the Electronic 

Commerce Act 2000, have an extra-territorial effect. Nevertheless, the difficulty of 

tracing a hacking attack internationally is understandably easier said than done, as 

evident in the scepticism shown in the search of the most recent virus attack.57 Capture is 

generally a matter of the hacker allowing to be caught,58 and usually occurs where credit 

is taken for the creation of a virus.59 

 

                                                
52 As discussed in Cox v. Riley [1986] 83 Cr. App. R. 54; R v. Whitley, where L.C.J. Lane ruled �What the 
Act requires to be proved is that tangible property has been damaged, not necessarily that the damage itself 
is tangible. There can be no doubt tat the magnetic particles upon the metal discs were a part of the discs 
and if the appellant was proved to have intentionally and without lawful excuse altered a particles in such a 
way as to cause an impairment of the value or usefulness of the disc to the owner, there would be no 
damage within the meaning of section 1,� (1991) 93 CR. App. Rep. 25 at p. 28. 
53 See I. Walden, �Computer Crime�, in �Computer Law� edited by C. Reed and J. Angel 2000 (London; 
Blackstone Press) 4th edition at pp. 277-278. 
54 [1996] 4 ALL E.R. 350. 
55 �The judge decided in favour of the applicant on the basis that the real-time nature of the communication 
link between Levin and the Citibank computer meant that Levin�s keystrokes were actually occurring on 
the Citibank computer� in I. Walden, op. cit. at pp. 292-293. 
56 �However, the seemingly far reaching application of the legislation in fact highlights one of the main 
difficulties faced by the authorities in enforcing it; the fact that, notwithstanding the existence of the 
offence of hacking on the statute books, the ability to perpetrate the offence remotely means it can be 
extremely difficult to track, and therefore prosecute, offenders.� A. Bohan, �Legal Aspects of Internet 
Security�, April 2000, Irish Business Law 43. 
57 T. Bridis, �Skepticism about tracking down Internet attackers�, 29 January 2003, available at < 
www.informationweek.com/story/ > visited on 6/2/03. 
58 Such as the Love Bug virus creator who was tracked down in 24 hours due to references of his 
classmates. 
59 M. Zwillinger, �The kind of people who do this, fame and notoriety are the primary motivation. They 
don�t derive financial benefit from unleashing a worm. If they can�t claim credit, what�s the point?� in Ibid. 
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The Convention on Cyber-Crime 

As noted by Kelleher, a more successful approach to combating hacking offences would 

be to narrowly define computer and Internet related offences,60 similar to the approach in 

the United States under the Computer Fraud and Abuse Act 1984, as amended. 

Fortunately for Mr. Kelleher, and for us, the European Convention on Cyber-Crime has 

acted accordingly, of which Ireland signed as a member in the beginning of 2002. This 

Convention has created a number of offences, which, it is hoped, will greatly arm the 

Government in its attempt to protect society from cyber-crime. Some offences already 

exist at a domestic level, such as illegal access,61 illegal interception of non-public 

transmissions of computer data,62 data interference,63 and the misuse of devices.64 Article 

5 creates the new offence of system interference. This would criminalise specific actions 

relating to computer interference, as opposed to the broad offence damaging data found 

under Section 2 of the 1991 Act. It can be said these provisions are more ruminative of a 

21st century approach to cyber-crime and the attempts to internationally harmonise 

criminal laws in the effort to eradicate the spiralling trend of hacking.65 

                                                
60 Kelleher, op. cit. 
61 Article 2 which is paralleled to Section 5 of the Criminal Damage Act 1991. 
62 Article 3, comparable to section 98 of the Postal and Telecommunications Act 1983. 
63 Article 4, comparable to section 2(1) of the Criminal Damage Act 1991. 
64 Article 6, paralleled in Section 4 of the Criminal Damage Act 1991. 
65 L. Jucca, �EU to Form Rapid Reaction Force Against Cyber-crime�, 6 February 2003 available at < 
http://reuters.com > 
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Conclusion 

In conclusion, the current status of criminal laws relating to hacking is far from effective. 

Their application to the Internet are relatively inadequate and unproductive, a failure of 

which is reflective of the everyday hacks that go unpunished within Ireland and other 

similar jurisdictions. Although there are a number of mitigating factors, this does not 

excuse liability of the legislative arm of the government to provide more specific and 

updated laws on the matter. While the adoption of the European Convention on Cyber-

Crime is a welcoming step to the tackling of cyber-crime, the fact that law enforcement 

agencies are continually playing catch up to imaginative hackers, does not bode well for 

the safety of our computers, nor ourselves. 

 


